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Mime-type: text/xml, size: 3414 bytes

Attack Category

e Denial of Service
e Malicious Input

Vulnerability Category

+ Buffer Overflow
¢ No Null Termination

Softwar e Context

e String Management

L ocation

Description

Beware of copying non-terminated strings into the
STL <string> class.

The STL string classis reasonably safe, but you need
to ensure that string buffer input is null terminated.

If it isn't, unexpected results can occur. Look for
instances where a <string> is assigned from a char
buf that comes as input to a function or from outside
the program.

APIs

Function Name Comments

string

Method of Attack

If an attacker can introduce an unterminated string,
he or she can crash the program.

Exception Criteria

Solutions

Solution Solution Solution
Applicability | Description Efficacy
When aC-style |Forinput that | Effectiveif one
string that may | may or may knows the size
or may not not be null of the buffer.
be terminated | terminated,
isused to replace
initializea STL | string str
string. = (char *)

input_buf;

with

string str;
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str.append((char
*) input_buf,
MAX_SIZE)
where
"MAX_SIZE"
is the maximum
number of input
characters you
want to copy in.

Signature Details Assignment of C-style string to STL string instance.
Examples of Incorrect Code /* I'f input_buf night not be
null termnated, the following is
unsafe */

string str = (char *) input_buf;

Examples of Corrected Code /* |f input_buf might not be null
ternminated, the following is still
safe */

string str;

str.append((char *) input_buf,
MAX_SI ZE)

/* Here "MAX SI ZE" is the maxi num
nunber of input characters you
want to copy in. */

Sour ce Reference e Howard, Michael & LeBlanc, David C. Writing
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Recommended Resour ce

Discriminant Set Operating Systems +  Windows
* UNIX
Language o C++
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